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ABSTRACT
There are currently few methods that can be applied to malware

classi�cation problems which don’t require domain knowledge to

apply. In this work, we develop our new SHWeL feature vector rep-

resentation, by extending the recently proposed Lempel-Ziv Jaccard

Distance. These SHWeL vectors improve upon LZJD’s accuracy,

outperform byte n-grams, and allow us to build e�cient algorithms

for both training (a weakness of byte n-grams) and inference (a

weakness of LZJD). Furthermore, our new SHWeL method also

allows us to directly tackle the class imbalance problem, which is

common for malware-related tasks. Compared to existing meth-

ods like SMOTE, SHWeL provides signi�cantly improved accuracy

while reducing algorithmic complexity to O(N ). Because our ap-

proach is developed without the use of domain knowledge, it can

be easily re-applied to any new domain where there is a need to

classify byte sequences.
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1 INTRODUCTION
E�ectively applying machine learning can be particularly challeng-

ing in the cyber security space, especially when working with mal-

ware. Problems in this space often lack intuitive or natural features,

and extracting features can become problematic when malware in-

tentionally violates speci�cation rules or expected behavior. When

trying to build a malware classi�er, it can be especially di�cult to

get good labeled data [30]. Part of this data problem comes from a

naturally occurring class imbalance [35], where there are consider-

ably more examples of one target class than another. The combined

issues of getting su�cient data and extracting features often make

it di�cult to even start applying machine learning methods in this

space. Developing new methods that require no domain knowledge

to apply can help simplify this process by avoiding the defensive
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coding needed when extracting features from malware, and gives

�exibility to adapt the approach to new domains — where libraries

to perform any kind of feature extraction may not yet exist.

Recently the Lempel-Ziv Jaccard Distance (LZJD) has been pro-

posed as a new distance metric for use in the malware space [29].

LZJD avoids the challenges of extracting features by ignoring any

domain knowledge, and instead measures the similarity between ar-

bitrary byte sequences (such as the raw binaries themselves). LZJD

improved upon the Normalized Compression Distance (NCD) [19],

which has been used for a number of malware related tasks [e.g.,

3, 6, 13, 37] by improving on the runtime and accuracy of NCD.

LZJD was shown to be more e�ective in a nearest-neighbor clas-

si�er for both types of malware classi�cation problems: malware

detection (is this �le benign or malicious?) and malware family clas-

si�cation (given a malicious binary, which family is it from?). LZJD

is also a true distance metric, unlike its predecessor NCD, allowing

it to be used for similarity search, clustering, and other applications.

However, LZJD does not lend itself to building a compact malware

classi�er. Nearest neighbor search time will increase linearly with

the training set size, and the use of SVMs only delays the growth

in inference time. LZJD also does not provide any solution to the

class imbalance problem.

In this work, we extend LZJD to further increase its accuracy

for malware classi�cation, improve inference time to be invariant

to training set size, and tackle the class imbalance issue, all in a

single framework. We produce such an algorithm by altering LZJD

to produce a �xed length, sparse feature vector that can be used

e�ectively with algorithms like Logistic Regression. We call this

algorithm SHWeL, for Stochastic Hashed Weighted Lempel-Ziv. Its

derivation will be given in section 3, where we will also explain

how we leverage SHWeL to tackle the class imbalance problem via

a novel over-sampling strategy. In section 4 we will evaluate several

datasets to show that SHWeL vectors improve upon LZJD when

used for nearest-neighbor classi�cation, work well with Logistic

Regression as a classi�er, and obtain further improved accuracy via

our new over-sampling technique. In section 5 we will discuss how

our SHWeL algorithm is able to outperform existing approaches,

followed by our conclusions in section 6. But �rst, we will review

the related work in this area in section 2.

2 RELATEDWORK
We take a moment to discuss the important prior work related to our

own. In particular, we review e�orts to deal with class imbalance,

and learning without domain knowledge in the malware space.

The primary method of performing malware classi�cation with-

out domain knowledge is the use of byte n-graming [e.g., 14, 17, 30,

31, 34, 36], and it is generally one of the most popular methods to
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use in this space. The standard approach it to pick some value of

n, produce the n-grams for the corpus, and select a classi�cation

algorithm such as Logistic Regression or Random Forests. While

popular, this approach imposes considerable computational cost for

larger values of n, and recent work has provided evidence that the

e�ectiveness of n-grams may be overstated [30]. N-grams have also

found their primary use to be in the domain of detection, though

some work has investigated their use in clustering [16, 22]. Us-

ing n-grams becomes di�cult outside of the supervised malware

classi�cation space, in part because of the need to perform feature

selection, which becomes increasingly di�cult when performing

clustering or arbitrary similarity search.

The Normalized Compression Distance (NCD) [19] provides a

convenient method of measuring similarity between arbitrary byte

sequences, and does this via the use of compression. By measuring

the compressed size of two byte sequences independently, and the

compressed size of the two sequences concatenated, one can infer

the degree of similarity by the amount of space saved when the

sequences are concatenated. This has made NCD popular for numer-

ous malware related tasks [4, 37], but the computational demands

of compression limited NCD’s application to smaller datasets. NCD

has additional issues in that it lacks the distance metric properties

of re�exivity, symmetry and the triangle inequality [6, 10].

Recently, the Lempel-Ziv Jaccard Distance (LZJD) [29] was pro-

posed as a method of improving upon NCD. LZJD makes use of the

fact that Lempel-Ziv based compression algorithms tended to work

best with NCD, and that the compressed �les are not actually used —

but are only a means to measuring similarity. Instead, LZJD creates

the LZ compression dictionary, which is a set of sub-sequences

found in the original byte sequence [41, 42]. Once obtained, similar-

ity is determined using the Jaccard Distance, and the application of

min-hashing [8] allows LZJD to become orders of magnitude faster

than NCD. LZJD satis�es the three metric space properties, while

retaining the ability to be used in any domain since it requires only

byte sequences for application.

Since LZJD provides only a distance metric, it is di�cult to build

a deployable classi�cation system using it. While algorithms such

as k-Nearest Neighbor and Support Vector Machines can be built

with LZJD, their inference time grows linearly with the training

set size. It also means we can not easily use most of the tools that

have been developed for dealing with class imbalance. We resolve

both of these issues in this work.

Class imbalance issues have been noted for both malware family

problems [33], and malware detection [27, 30]. Despite this problem,

it has been noted that there is surprisingly little work in the malware

space on tackling the issue at training time [24]. The Machine

Learning community has studied this problem on a more general

level, and developed a number of methods for tackling this problem

— primarily through the application of over- or under-sampling

the training data [5, 18]. In particular, the SMOTE algorithm [11]

has become one of the most popular and successful methods in

this space. SMOTE works by over-sampling the minority class to

improve the training balance, and interpolating the oversampled

points with their neighbors to increase diversity. Many variants

of SMOTE have been proposed, and we also consider one of the

more popular of those variants, namely Borderline-SMOTE [12]

(B-SMOTE). B-SMOTE improves upon SMOTE by restricting the

set of points used to over-sample to data points near the border of

the classes.

One weakness of the many Machine Learning based solutions

to class imbalance is that they have been developed for use with

small datasets. Let N+ be the size of the majority dataset, N− be

the size of the minority class, and N = N+ + N− be the size of

the whole training set. The SMOTE algorithm then takes O(N−2),
which is acceptable assuming that the minority class is small. But

for our domain, N− could be in the range of a million samples, with

N+ in the tens to hundreds of millions. This situation gets worse

with B-SMOTE, which increases the complexity to O(N · N−). In

contrast, the approach presented here will require only O(N ) time,

while simultaneously providing better results than either version

of SMOTE.

While we focus on class imbalance at training time, since obtain-

ing diverse benign training data is di�cult, this space also exhibits

class imbalance at inference time. Individual computers may be

likely to see more benign �les than malicious, while externally

facing networking equipment may see more malicious �les than

benign. Moskovitch et al. [26] looked at the problem of determining

what ratio of training data, rt would provide the best performance

when encountering a di�erent ratio, ri , rt , at inference time.

Others have taken an approach with balanced training sets, and

build classi�cation systems focused toward the imbalanced test

environment [40]. Another less satisfying approach is to restrict

the training set to have the same class proportions as one expects

at test time [25]. All of these approaches are predicated on hav-

ing a speci�c amount of training data, and could bene�t from the

methods we develop here.

3 STOCHASTIC HASHEDWEIGHTED LZJD
While LZJD has been shown to be an e�ective distance metric

and has good accuracy in a nearest-neighbor style classi�er, such

classi�ers are not always optimal for practical use. Of particular

importance is the use in scenarios with large datasets, as the amount

of malware is growing at an exponential rate. For this reason we

desire a method that can exploit LZJD’s accuracy but provides faster

inference than a nearest neighbor search.

Our second goal is a classi�er that is robust to class imbalance.

By the nature of the problems present in the cyber security do-

main, extreme class imbalance is a common scenario. For malware

detection, it is easy to obtain terabytes of malware, but good and

representative benign data is di�cult to come by. For malware fam-

ily classi�cation, di�erent malware families naturally have di�ering

number of variants, with some malware intentionally designed to

be proli�c and others designed to be subtle. We develop a strategy

for vectorizing data items with LZJD that addresses both of these

challenges.

Our strategy for achieving these goals can be broken down into

three steps/modi�cations to the original LZJD algorithm. We will

review these three steps in more detail below.

(1) Incorporate subsequence length into the similarity measure

to capture additional information and improve accuracy.

(2) Convert byte sequences to vectors so that we can exploit

faster algorithms, and e�ciently incorporate the weights

discussed in step 1.
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(3) Introduce a stochastic component to the vectorization, so

that we can oversample a byte sequence to tackle class

imbalance.

3.1 Incorporating Weights into LZJD
We �rst note that we can potentially improve the e�ectiveness of

LZJD by incorporating the concept of sequence length into the

algorithm. To see how weights can be incorporated into LZJD, we

note that LZJD breaks a larger byte sequence A into a set of m sub-

sequences α1...m , such that ∀i ∈ [1,m],αi ∈ A. In LZJD, the set of

subsequences α is an unweighted set. However, each sub-sequence

αi may have a di�erent length, and intuition says that it is more

interesting if two binaries share a subsequence that was 100 bytes

long than if they share a subsequence that was only 3 bytes long.

Thus we propose to improve LZJD into a weighted LZJD by

giving each subsequence αi a weight wαi = log(|αi | + 1). Using a

log term for the length’s weight has the same inspiration as TF-IDF

weighting schemes, in that as the length of the sequence increases,

the importance of its increased length begins to diminish. This is

a practical assumption for the malware domain due to issues like

padding, which can intentionally place thousands of simple byte

patterns into a binary. Ideally, we would use these weights with

the Weighted Jaccard Similarity (1) instead of the standard Jaccard

currently used.

W JS(a,b) =
∑

∀i ∈a∪b

min(ai ,bi )
max(ai ,bi )

(1)

The problem with using the Weighted Jaccard approach is that

we lose the fast min-hashing a�orded by the Jaccard similarity.

If a byte sequence A produces m subsequences and we want a

digest with k hashes, LZJD takes only O(m + k logk) time to create

the min-hash used. There exist digest strategies for the weighted

scenario, but all take O(km) time in order to produce a hash of

size k [15, 23, 39]. Becausem is in the millions to tens of millions

for many binaries, these strategies are not practical even for our

smallest tests.
1

3.2 Incorporating Hashing
Instead we look at linearizing the LZJD feature vector, a strategy

that has been used to improve the runtime performance of both

the Weighted Jaccard similarity [20] and the normal Jaccard simi-

larity [21] used by LZJD. Because building a weighted hash is too

computationally demanding, we instead use the hashing trick [38].

The hashing trick works by indexing into a vector x ∈ Rd , where

d is a hyper-parameter we control. The vector starts out as all zeros,

and for each feature αi we want to consider, we index into x based

on some hash function h(·). Normally this would be done with all

features, and thus would produce a vector with m non-zero values.

Instead, we continue to restrict ourselves to only the k smallest hash

values as they would have been computed in normal LZJD. This

gives us a vector x which will have exactly k non-zero elements,

the values of which are determined by the weights wi speci�ed

above.

Our choice to continue using the minimum k entries from the

Lempel-Ziv dictionary allow us a principled way of ensuring that

1
Initial testing of ICWS hashing algorithm took hours for just a few thousand �les.

the subset of features selected will also be selected when processing

new �les. While the selected features are intrinsially biased toward

mainting the Jaccard similarity between two sequences, using the

weighted values allow us to incorporate a behavior closer to that

of the Weighted Jaccard case. This heuristic interpolation between

methods does not have the same theoretical backing as min-hashing

or CWS, but we �nd it allows us to uniformly improve upon the

accuracy of LZJD while avoiding the computational shortcomings

of weighted min-hashing approaches.

3.3 Incorporating Stochasticity
The �nal step to our new approach is to incorporate a stochastic

behavior into the Lempel-Ziv process. When constructing the LZ

dictionary [41, 42], the entires are added in a sequential manner,

and items can only be added to the set if they have not been seen

previously. This means the z th entry added into the dictionary

is dependent on all previously seen dictionary members. Thus a

single byte change early in the dictionary creation process has

the potential to propagate forward, causing signi�cant changes

in the content of the dictionary itself, and thus the �nal set of k
subsequences used in our hash. To give a concrete example of this

impact, consider the bit-string 01010110111, which will generate the

LZ set {0,1,01,011,0111}. If we remove the �rst "0" from the original

string, the generated LZ set will become {1,0,10,11,01}. Thus a one

bit change in the input string has removed the two longest sub-

strings and replaced them with two new (and in this case shorter)

sub-strings.

This sensitivity can be seen as a weakness of the LZJD approach.

In this work, instead of attempting to correct this weakness, we

instead turn it into a strength by intentionally perturbing the dic-

tionary produced by the LZ process. Using these perturbations we

can obtain multiple distinct vectors or "realizations" for a single

byte sequence. These multiple di�erent samplings can then allow

us to over-sample the minority classes until each class has an equal

number of training vectors. This is similar in spirit to the semi-

nal SMOTE algorithm, which produces new synthetic examples

from the minority class by linearly interpolating between points

and their nearest neighbors [11]. In our case, the over-sampled

vectors are as real and valid as any other feature vector, where

the SMOTE over-sampling can produce unrealistic or improbable

feature vectors.

To perturb our LZ process, we add a stochastic "false-seen"

chance p to the construction process. This is the probability that we

will falsely indicate that we have previously seen the given subse-

quence. When we check the current set for the current subsequence,

then with probability p we will behave as if the subsequence was

seen before, even if it was not. Regardless of the result of this

step, we still add the subsequence to the current set. The whole

procedure is shown in Algorithm 1.

This new approach allows us a direct method to tackle class

imbalance by over-sampling. Instead of over-sampling the feature

vectors, we generate multiple feature vectors from each raw �le.

Because of our stochastic SHWeL algorithm, these feature vectors

will contain some variable number of di�erences. To create a bal-

anced dataset, we determine the ratio r between the majority class

and each minority class, and then sample each minority �le r times.
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Algorithm 1 Stochastic Hashed Weighted Lempel-Ziv (SHWeL)

Require: False-Seen probability p, target dimension d , hash size k
1: procedure SHWeL(Byte sequence b)

2: x ← ®0 ∈ Rd
3: s ← ∅
4: start ← 0

5: end ← 1

6: while end < |b | do . perform Lempel-Ziv set creation

7: bs ← b[start : end]
8: Sample f ∼ U(0, 1) . false-seen chance

9: if bs < s ∧ f > p then
10: start ← end
11: end if
12: s ← s ∪ {bs } . has no e�ect if seen before

13: end ← end + 1
14: end while
15: sk ← k entires of s with the smallest hash values

16: for all bs ∈ sk do . set non-zero values

17: x [h (bs ) mod d] ← x [h (bs ) mod d] + log(|bs | + 1)
18: end for
19: return x
20: end procedure

This allows us a more e�ective method of oversampling the mi-

nority classes than o�ered by SMOTE or naive oversampling or

re-weighting. We call this new strategy for oversampling with

SHWeL vectors Over-sampling via SHWeL (OSL).

By incorporating a stochastic decision at this step, we also en-

force two important properties. First, that the LZ dictionary con-

tains only subsequences αi that can be found in the source sequence

A. Second, that every byte of A can be found in some subsequence

αi . In this way we can be con�dent that, despite producing multiple

vectors for a single byte sequence, each vector does represent that

byte sequence. If we were to randomly inject or alter bytes within

the sequence A, it is possible that we would produce false and spu-

rious correlations to other �les, or waste one of our k non-zero

entries on representing a subsequence that never appeared in any
�le. Our strategy avoids such undesirable properties.

4 EXPERIMENTS
Having developed our new method for vectorizing byte sequences,

we will evaluate our new approach on multiple datasets for malware

family classi�cation in subsection 4.1, and malware detection in

subsection 4.2. We will use the balanced accuracy as our target met-

ric on all datasets. Balanced accuracy re-weights the contributions

of each data point toward the �nal score based on the class label,

such that the score produced gives equal total weight to each class.

This allows us to compare results in a more meaningful way across

datasets, and emphasizes the importance of learning low-frequency

classes [9]. For the binary malware detection problem, we will also

consider the Area Under the ROC Curve (AUC) [7], as it relates

well to the triage scenario.

For each method we will show the original LZJD’s performance

as a nearest-neighbor classi�er, using SHWeL vectors in a k-nearest

neighbor (kNN) classi�er with cosine distance, and using SHWeL

vectors with Logistic Regression (LR). We will also test the kNN and

LR classi�ers when using our OSL approach, and when doing so,

will denote them as "kNN-OSL" and "LR-OSL" to avoid confusion.

As a baseline for handling class imbalance, we compare against

the SMOTE algorithm [11], and the extension Borderline-SMOTE

(B-SMOTE) [12] that attempts to improve performance by only

oversampling minority samples near the decision border. In each

case we will use the Logistic Regression classi�er when using ei-

ther version of SMOTE,
2

with our SHWeL vectors as the feature

representation.

All code for the below experiments was written in Java using the

JSAT library [28]. Tests were run on a workstation with 128 GB of

RAM, 4 TB of SSD storage, and an Intel Xeon E5-2650 CPU at 2.30

GHz. For both LZJD and SHWeL we use k = 1024. For SHWeL we

use a false-seen probability p = 1% and target dimension d = 2
20

.

SHWeL’s performance was insensitive to all of these parameters

in extended testing. We will see that for malware classi�cation,

our new SHWeL vectors outperform LZJD universally, outperform

SMOTE for dealing with the class imbalance problem, and allow us

to produce a higher accuracy classi�er that can be used with large

data sets with lower inference time.

4.1 Malware Family Classi�cation
For evaluating malware family performance, we use the same

datasets in the original LZJD work [29]. This involves two data

sources, each presented in two di�erent forms, giving a total of four

e�ective datasets we are evaluating on. One dataset is of Microsoft

Windows malware, and the other Android APK malware.

The Windows dataset is from a a 2015 Microsoft Kaggle com-

petition [1]. This dataset contains 9 malware families in 10,868

training �les at 50.8GB in size. One version of the dataset, "Kaggle

Raw", contains the raw binary content of the original executables.

The second version, "Kaggle ASM", contains the human readable

disassembly produced by IDA Pro, and is 147GB in size. Kaggle

Raw can be re-constructed from Kaggle ASM, and so we can use

the performance di�erence on these datasets to make inferences

about the impact of data representation on each algorithm. While

Kaggle ASM could be easier to learn from due to the implicit feature

processing provided by IDA Pro, it is also three times the size and

length of the raw byte contents, so it is not obvious that one form

will be easier to learn from than the other.

The Android application packages (APK) malware comes from

the Drebin dataset [2], selecting only the 20 most frequent malware

families (ignoring those with less than 40 samples). This totals

4664 �les with a collective size of 6.4 GB. Using the raw APKs is

the standard version of the datasets, "Drebin APK". Because APKs

are in fact zip �les, a second version of the dataset is created by

unzipping each APK and instead placing it in an uncompressed

TAR �le. This is referred to as the "Drebin TAR" dataset. The

only di�erence between these datasets is the use of compression

from the zip �le format and the extraneous information needed

for the zip and tar �le formats respectively. Because the primary

di�erence between Drebin TAR and APK is the use of compression,

we can infer from the performance delta between the two on how

2
While SMOTE was originally de�ned for binary classi�cation problems, we have

extended both to the multi-class case in such a way that they are equivalent to the

original algorithms when run on binary class problems.
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well an algorithm handles compression. We would expect better

performance on Drebin TAR, as the compression will increase the

learning di�culty and obfuscate information.

Table 1: Balanced accuracy results from 10-fold cross vali-
dation (standard deviation in parentheses) on malware fam-
ily problems, when trained on the unbalanced training data.
Best results shown in bold, ties broken by selecting model
with lowest variance.

Dataset LZJD 1NN-SHWeL LR-SHWeL

Kaggle Raw 97.6 (1.5) 97.6 (1.38) 96.7 (2.07)

Kaggle ASM 97.1 (6.1) 97.3 (1.93) 96.9 (2.08)

Drebin APK 80.8 (2.6) 83.6 (1.94) 78.4 (2.26)

Drebin TAR 81.0 (6.5) 87.9 (1.84) 89.1 (2.29)

We begin by looking at the performance of LZJD, kNN-SHWeL,

and LR-SHWeL on the naturally unbalanced Kaggle and Drebin

datasets. The Kaggle dataset has a mean ratio between minority

and majority class ratio of 9.5:1, and a maximum ratio of 59:1. The

Drebin dataset has a mean ratio between minority and majority

class ratio of 9:1, and a maximum ratio of 18.6:1. The results can

be seen in Table 1, where 1NN-SHWeL uniformly outperforms

LZJD on every dataset. On both Kaggle datasets LJZD and SHWeL

have similar performance, with SHWeL being superior and having

reduced variance in results. We see a bigger performance di�er-

ence to 1NN-SHWeL’s advantage on both Drebin datasets. On the

APK version 1NN-SHWeL improves performance by 2.8 percentage

points, and by 6.9 whole points on the TAR version.

Table 2: Balanced accuracy results from 10-fold cross vali-
dation (standard deviation in parentheses) on malware fam-
ily problems, when trained on balanced data. Best results
shown in bold.

Dataset SMOTE B-SMOTE 1-NN-OSL LR-OSL

Kaggle Bytes 97.3 (1.85) 97.3 (1.81) 97.8 (1.34) 97.9 (1.86)
Kaggle ASM 96.9 (2.09) 96.9 (2.11) 97.3 (1.93) 97.8 (1.91)
Drebin APK 79.1 (2.02) 78.9 (1.66) 83.6 (2.05) 84.0 (1.75)
Drebin TAR 90.0 (2.21) 89.7 (1.92) 88.4 (1.61) 93.5 (1.64)

While LR-SHWeL does not uniformly improve upon LZJD, we

will see this is because of the negative impact of class imbalance

in the training data. We re-evaluate 1NN and LR using our Over-

sampling scheme OSL in Table 2, where we compare against LR-

SHWeL run with SMOTE and B-SMOTE. In this case we see that

LR-OSL dominates all results for handling class imbalance, and

improves upon all methods tested in Table 1. In all cases OSL

has little impact (but still positive) upon the performance of 1NN-

SHWeL, which is a reasonable expectation. While SMOTE and

B-SMOTE both manage to slightly improve upon the performance

of LR-SHWeL, they do not provide the same dramatic improvements

that OSL is capable of. We see LR-OSL improve the accuracy of

LR-SHWeL by 0.9-1.2 percentage points for the Kaggle datasets,

and 4.4-5.6 points on the Drebin dataset.

4.2 Malware Detection
We also evaluate the e�ectiveness of our approaches on a malware

detection task. The original LZJD was evaluated using a train-

ing corpus of 400,000 Windows executable binaries, split evenly

between benign and malicious. These binaries came from an anti-

virus company’s dataset and included a test set of almost 80,000

binaries. This "Industry" dataset is supposed to better represent

the population of binaries seen on customer computers. They also

used a dataset of Windows operating system binaries and malware

from Virus Share [32] in a second test set, which we will refer to as

the "Public" corpus, and is the way most works develop a corpus.

This corpus comes from [30], where it was found that using the

Public style corpus did not generalize to new data, and over�t to

the concept of "from Microsoft". We repeat these experiments with

our new SHWeL vectors, and continue to use the Industry data

since it better matches real world data and has shown better gener-

alization.
3

To remain consistent with the LZJD paper, we use nine

nearest neighbors for this task so that a meaningful AUC score can

be estimated [29].

Table 3: Balanced accuracy and AUC for original LZJD (us-
ing 9-NN), and new SHWeL vectors with both 9-NN and Lo-
gistic Regression algorithms as the classi�ers. Training on
the Industry 400k training set, best result is shown in bold
for each row, second best shown in italics.

LZJD 9NN-SHWeL LR-SHWeL

Test Set Acc AUC Acc AUC Acc AUC

Industry 85.9 91.1 87.5 96.2 87.2 94.5
Public 77.4 86.7 78.3 88.6 83.2 96.9
Open Malware 67.8 — 61.0 — 64.2 —

The results of running our new methods on this malware detec-

tion dataset are presented in Table 3. On the Industry and Public test

sets, we can see that SHWeL vectors outperformed LZJD both when

using nearest neighbors, and when using logistic regression, with

the two approaches each performing best on one test set. While

accuracy has improved from 1.6 to 5.8 points, depending on dataset,

the AUC has had the most substantial improvement: By 5.1 points

on the Industry test set, and 10.2 whole points on the Public dataset.

This is of particular relevance for the triage application scenario,

where we will be inspecting most �les anyway, but having a high

AUC allows us to e�ectively prioritize the work queue of an analyst.

While LZJD did have the best performance on the Open Malware

test set, this result is biased due to the fact that it contains only

malware — and is thus measuring recall rate. In both cases above,

models trained o� SHWeL vectors had a preference toward labeling

�les as benign. Because the Open Malware corpus has only benign

�les, the true-positives that would have been obtained by marking

more benign �les as benign are not re�ected in the score.

A bene�t of the SHWeL vector approach in particular is that it

allows us to scale to even larger datasets, especially when using Lo-

gistic Regression as our classi�er. We demonstrate this by obtaining

3
In the original LZJD paper, the "Industry" dataset was called Group B, and the "Public"

set Group A. We use Industry and Public as names to make their source clear and

obvious upon reading.
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a new training dataset of 2,011,786 binaries, with 1,000,020 benign

and 1,011,766 malicious. This dataset was obtained after reaching

out to the authors and partner corporation used in [30], and we

will refer to it as Industry 2M. Training LR-SHWeL on this corpus

of 1.8 TB of compressed binaries took under 15 hours, including the

feature extraction and decompression of the original �les,
4

using a

server with 16 CPU cores. In contrast, the byte n-gram approach

on the smaller original 400k training set took multiple days using

a server with 64 CPU cores [29, 30]. Training several times faster

while simultaneously using a dataset �ve times larger demonstrates

the increased scalability of our approach. Extrapolating from run-

ning LZJD on the 400k dataset, just classifying the test data using

this newer and larger corpus would have taken over 23 days on the

same 64-core server.

Table 4: Balanced Accuracy and AUC on the three malware
detection test sets using a new training corpus of 2 million
binaries. Best results shown in bold.

Byte 6-gram LR-SHWeL

Test Set Acc AUC Acc AUC

Industry 91.6 97.0 91.3 97.3
Public 82.6 93.4 89.0 98.2
Open Malware 79.3 — 81.9 —

The �nal test set accuracies for LR-SHWeL using this new dataset

is given in Table 4. Because the byte n-gram approach is the only

other domain-knowledge free method that obtains fast inference

time, we have replicated the work of Ra� et al. [30] on this larger

corpus. Doing so required a cluster of 12 machines (each with 8

CPU cores) and two weeks of time to compute the 6-grams. This

makes the n-gram approach over 22 times slower to build than our

new LR-SHWeL approach, even when given 6 times the compute

resources.

We can see that using more data has dramatically improved

the performance of LR-SHWeL on every test set, sometimes by

signi�cant margins. The smallest improvement in accuracy was

the industry test set improved by 4.1 whole points, and the largest

on Open Malware by 17.7. In contrast, our byte 6-grams had a

reduction in accuracy on the Public test corpus, going from 87.3

(reported in [30]) down to 82.6. This result is consistent with the

hypotheses proposed in Ra� et al. [30], which posited that the byte

n-gram approach encouraged over�tting and would have diminish-

ing returns with additional data. This shows that our new SHWeL

vectors provide better results, while also being able to scale to larger

corpora.

4.2.1 Evaluating a Spectrum of Class Imbalance. For the malware

detection problem, our training sets have been equally balanced

between benign and malicious samples on a large corpus. This has

allowed us to show SHWeL’s e�ectiveness, but does not exercise

our ability to handle class imbalance via over-sampling SHWeL

vectors. Because it is most di�cult to obtain benign training data,

we will under-sample the benign �les from the whole training

4
Each �le was gzipped independently given the size of the corpus.

set. Synthetically restricting ourselves to a fraction of the training

goodware, and over-sample the benign �les to mimics a scenario

where we are without such a large corpus of goodware data. This

allows us to look at the performance in an unbalanced scenario, and

the performance using the whole training set gives us a realistic

target score.
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Figure 1: Balanced accuracy on the Industry test set. The
x-axis indicates the fraction of benign data used from the
training set during training. The left-most portion of the
graph shows the results when training under extreme class
imbalance, which is progressively lessened as you move to
the right of the graph.

The Group B test accuracy when trained with imbalanced data

on the Industry 400k training set can be seen in Figure 1. The

dashed black line shows the performance of Logistic Regression

when trained on the whole dataset, with no sub-sampling. We

evaluate over a range of 10:1 in favor of malware, down to 1000:1.

As is expected, the test performance decreases as the ratio becomes

further unbalanced (toward the left of the �gure) for all methods.

However, our new SHWeL Over-Sampling (OSL) strategy domi-

nates SMOTE and an unbalanced Logistic Regression at all ratios.

On average OSL has an additional 4.4 whole percentage points of

accuracy, with a minimum of 1.7 and a maximum of 8.0. This is on

top of the more minor gains SMOTE has over a naive application

of Logistic Regression to an unbalanced training set.

4.3 Quanti�cation of E�ciency
At this point we have shown that our SHWeL vectors provide better

accuracy than LZJD, and even the byte 6-gram model previously

used. We now discuss in more detail the training and inference

runtime of our new approach, showing that it meets the goal set out

in this work: to have e�cient inference time that is not dependent

on training set size (when used with Logistic Regression), and

better scalability when addressing class imbalance. Because the

time needed to featurize a datum is a important part of this process,

we include this cost when discussing runtime results.
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4.3.1 Training E�iciency Under Class Imbalance. As mentioned

in section 2, SMOTE and B-SMOTE have complexities of O(N−2)
and O(N · N−) respectively, where our new OSL approach has

complexity of O(N ). So long as N− >
√
N , which is reasonable, our

new approach has superior asymptotic complexity. However, the

overhead of creating SHWeL vectors is not trivial, so the bene�t is

not fully realized on smaller datasets. This can be seen in Table 5,

where the total training time in seconds is presented for each of

the malware family datasets. For each of these problems, N− ≤
4034, so the quadratic complexity of SMOTE is not as noticeable,

and because the vectorization overhead of SHWeL dominates the

runtime, accounting for ≥ 85% of the training time.

Table 5: Training time of base Logistic Regression and di�er-
ent over-sampling strategies on malware family problems.
Time measured in seconds.

Training Set LR-SHWeL LR-OSL SMOTE B-SMOTE

Kaggle Raw 6810.4 9136.7 7091.6 8478.9

Kaggle ASM 32087.4 41712.8 32077.3 33740.6

Drebin APK 2590.7 7218.1 2820.4 3067.1

Drebin TAR 2988.4 8471.8 3189.3 3448.6

The algorithmic bene�t of our approach becomes more obvious

when we look at a larger dataset, like the Industry 400k data. We

plot the training time taken as a function of the amount of benign

data used in Figure 2. Here the positive impact of O(N ) complexity

is obvious, and we see an almost constant training time for LR-OSL

as the amount of benign data (the minority class) increases. The

slight increase in training time comes from the Logistic Regression

solver taking slightly more time to converge as the training dis-

tribution’s diversity increases from having more real samples to

learn from, as opposed to the over-sampled vectors used to balance

the dataset. As the fraction of benign �les becomes closer to using

all 200,000 training points, both LR and LR-OSL will approach the

same training time of just using Logistic Regression on the full

dataset (dashed black line).

We can also see that while both SMOTE and B-SMOTE are faster

when there is very little benign data, their quadratic complexi-

ties quickly begin to explode the training time. Even at a ratio of

just 10:1, the SMOTE algorithms are taking as long or longer to

train than Logistic Regression on the whole corpus. If we had only

100,000 benign training samples compared to the 200,000 malware

samples, we would be unable to use either SMOTE algorithm, de-

spite having a minor imbalance ratio of 2:1 to correct for. This

shows how our approach will scale better to large datasets. In-

deed, we could not a�ord to produce the same learning curves with

SMOTE on the larger Industry 2M corpus.

4.3.2 Inference E�iciency. Inference time is a simpler problem

to look at, as SMOTE, B-SMOTE, LR-OSL, and LR-SHWeL will all

have the same inference time since they all use the SHWeL vectors

with Logistic Regression. For this reason we summarize all of them

using LR-SHWeL. It is easy to predict that they will have the best

runtime performance, as the alternative k-NN classi�cation time

grows linearly with the training set size. While we still see that
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Figure 2: Training time on the Industry 400k training set.
The x-axis indicates the fraction of benign data used from
the training set during training. The left-most portion of the
graph shows the results when training under extreme class
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the feature-vectorization process dominates for smaller datasets

(which in our case, have larger average �le size, increasing SHWeL’s

vectorization time), our new LR-SHWeL approach continues to have

its best performance on the largest corpora. The average time to

classify a datum can be found in Table 6 for every dataset. We see

that the savings of using LR-SHWeL are muted for the malware

family problems, as predicted, because they have fewer training

points and larger �le size.

Table 6: Average time in milliseconds to classify a datum
at test time, organized by the training set used. Underlined
values indicate estimated run-times. Fifth column indicates
average �le size, in Megabytes, of the test sets.

Training Set LZJD 9NN-SHWeL LR-SHWeL Avg. Size

Kaggle Raw 1580.81 189.01 170.40 4.67

Kaggle ASM 4439.53 822.72 804.65 13.5

Drebin APK 1507.19 155.79 148.00 1.27

Drebin TAR 1607.69 179.14 171.38 1.73

Industry 400k 25113.00 13677.11 44.85 0.38

Industry 2M 125563.33 68385.57 44.90 0.38

When training on the Industry 400k dataset, and evaluating

on the associated test sets, 99.95% of time spent was on creating

the feature vectors (with an average �le size of around 0.38 MB).

In this case the LR-SHWeL classi�er presents a respectable and

fast 45 ms inference time, making it easily deployable for most

binaries. We note that while fast, the SHWeL vectorization is a

bottleneck that is easy to parallelize. No communication is ever

needed for creating the vectors at any stage of the process, allowing

us to work around this issue in practice. We do note that this does
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still present a potential future research goal, as reducing the time

for vectorization may allow deployment in scenarios with more

stringent runtime requirements (such as mobile devices).

Our SHWeL approach is clearly the most scalable solution com-

pared to existing tools for training and testing, as it handles the

Industry 2M training set with ease while still having fast execution

time. Nearest Neighbor classi�cation with LZJD had to be estimated

due to performance constraints, as we do not have the compute

resources to run the task within a reasonable time-frame. We note

again that byte 6-grams built on the Industry 2M dataset took over

20 times longer, despite using 6 times as much compute power.

5 DISCUSSION
Now that we have shown that SHWeL’s improved classi�cation

accuracy and inference time allows us to tackle the class imbalance

problem, we discus two details of our new approach. In particu-

lar, we analyze why over-sampling with SHWeL provides superior

improvement over existing SMOTE based approaches to class im-

balance. These insights are applicable in comparing our OSL to any

oversampling approach similar to SMOTE. We also note that there

exists an interpretation of SHWeL and LZJD that connects them

back to the n-gram based approach, which we �nd informative to

potential research directions.

5.1 Why SHWeL Improves on SMOTE
We take a moment to discuss why Oversampling SHWeL (OSL)

vectors provides better performance than the seminal SMOTE al-

gorithm in our use case. One may suppose that SMOTE should

perform better, as it interpolates the the space between points in the

minority class. In contrast, the OSL strategy does not interpolate

between points, but instead produces alternate realizations of the

same subset of points.

The critical component of SHWeL’s success is that the alternate

realizations are equally valid points, as mentioned in subsection 3.3

and can produce greater diversity in features. Consider that SMOTE

works by �rst �nding the z nearest neighbors of a point, and ran-

domly selecting one of those nearest neighbors with which to per-

form a linear interpolation. If these two points are a and b, then it

must be the case that a and b currently share a considerable overlap

in their non-zero values, otherwise they would never have become

nearest neighbors. Thus for points that are shared between both a
and b, the interpolated point c = γa + (1 − γ )b will have the same

features but with slightly altered weights only if a feature collision
has occurred. It is likely, because a and b are nearest neighbors, that

it was the exact same sub-sequences that were selected as the k
items in the digest, and thus have the exact same length, and thus

the features for each feature i , it is probable that ci = ai = bi . Thus

the interpolated features have provided no additional diversity.

SMOTE also has a poor interpretation in the case of features that

occur in only a or b. Recall each point will have exactly k non zero

values, but the interpolated point c can have [k, 2k] non-zero values.

For each feature i in a but not in b, that feature will occur in the

interpolated point c with a discount of c = γai (or c = (1−γ )bi if the

feature occurred in only b). This interpretation becomes confusing,

as the weights are derived from the length of the sub-sequence.

The interpolated feature then produces an occurrence of the same

feature, that surprisingly has a weight smaller than what its length

would determine. Further, since the weight is based on the log-

length, we can see that the interpretation yields exp(log(|αi |)γ ) =
|αi |γ , meaning we are dramatically "changing" the length of the sub-

sequence that provided the feature value. This is an impossibility

in the actual feature construction process, making the interpolated

points less meaningful and less likely to match a new point.

We now compare this behavior to OSL. Let us denote a as the

original data point, and ã as an OSL oversampling produced from

the same underlying byte sequence. It is likely (to a degree depend-

ing on the value of p) that a and ã will share a number of non-zero

values. In this case, the behavior is similar to the value of c pro-

duced by SMOTE, as intrinsically ai = ãi . The more important case

is that we will have new non-zero values in ã that do not occur in a.

These new values will have reasonable lengths, and are intrinsically

increasing the diversity of features used as they account for features

not previously seen, where c is bound to the features that occurred

in either a or b. This property helps to improve generalization,

and will have the correct weight in the feature vector based on

log(|αi |), rather than the discounted weighted |αi |γ . Further, as

we are forced to oversample points many times, the interpolated

points c will be constrained to a set of at most zk possible non-

zero values (k features for each of the z neighbors). If we have

to oversample points hundreds of times, this will quickly exhaust

what little diversity can be extrapolated from the SMOTE vectors.

Because SHWeL is sampling k sub-sequences from a total of m
possible sub-sequences, a value which is regularly in the millions,

there is signi�cantly greater potential diversity to be extracted —

thus extending SHWeL’s utility as the ratio between majority and

minority class increases. This hypothesis is supported by Figure 1,

where we can see OSL’s advantage over SMOTE increase as the

amount of benign data decreases, thus increasing the number of

times each point must be over-sampled.

5.2 A Connection Between SHWeL and
N-Grams

While the origins of our new SHWeL vectorization approach come

from compression, we note that there is an interpretation relating

them back to the n-gram approach. Because each feature in a

SHWeL vector corresponds to a byte sub-sequence α , SHWeL can

be thought of as a type of n-gramming for multiple values of n, for

which we do not need to perform any expensive feature selection.

In SHWeL, the values of n are determined dynamically from each

individual datum. Because of the LZ process, we can expect many

smaller values ofn to occur when processing �les of high entropy, as

this corresponds to the worse-case compression scenario and thus

builds a dictionary of the shortest sub-sequences. When presented

with a �le of no entropy (i.e., the same byte repeated over and over),

SHWeL will obtain progressively larger n-grams until reaching the

end of the �le. These two extremes map to our a priori belief of

what the correct behavior should be. When given high entropy

inputs, it will be more di�cult to �nd matches to longer n-grams,

and so we should avoid producing them. Similarly, when a �le is

of low entropy, the ability to match long sub-sequences becomes

more likely, and SHWeL will adapt to produce such sequences.
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The feature selection for SHWeL, which is the min-hashing se-

lection as if we were to perform Jaccard similarity computations,

allows us to circumvent the need to process a much larger set of

features that could be produced from any given input. While its

form gives us the ability to con�dently get the same features se-

lected for multiple �les without any coordination, it also leaves

open the possibility of increased performance if we were to se-

lect the features more intelligently. One question would be if the

treatment of the αi selected by SHWeL/LZJD as classical features,

as if we had obtained them from n-gramming, could signi�cantly

improve the performance of our approach. This would be in place

of performing feature selection by selecting the k features with

minimum hash values, and so would also necessitate increased

training time and coordination. This presents a possible spectrum

between the scalability of SHWeL (which we were able to run in

under a day on 2 million binaries), and the computational burden

the n-gram approach presents (which took weeks with a cluster of

computers). Determining this, and any potential balances between

the approaches or alternatives, is a question for future work.

6 CONCLUSIONS
In this work we have proposed the new SHWeL algorithm for

vectorizing arbitrary byte sequences, and shown its applicability to

malware classi�cation and superiority to LZJD. By exploiting the

sensitivity of LZJD to byte perturbations, we are able to over-sample

raw binaries to produce multiple realistic feature vectors for a single

byte sequence. This allows us to tackle the class imbalance problem

directly, providing better accuracy and scalability compared to the

seminal SMOTE algorithm. Our new approach also improves upon

the accuracy of the byte n-gram model for malware detection by

allowing it to easily scale to larger corpora, and avoid over-�tting

to the training distribution.
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